YnaTtcTBo 3a MHCTas1ayMja Ha
copTBEep 3a KOMYHMKaLUja
CO wudpupaxHm nopakm — ,GPG4win"

[okonky nmate npobnemmn co kopucrteweto ,Aytnyk" (Outlook), Moxe ga ce kopucrtat apyrm

ncnopadysaum Ha e-rnowTta (Gmail, Yahoo, Icloud, etc).

3a gurMTanHo MNOTNULWYBamke U WKdpupare e-nopaku, Moxe Aa Ce MHCTanuMpa nporpamarta

,GPG4win".

GPG\\"’WiN‘ —_— ‘ S ’ — ‘

Change History - Check integrity
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News
2014-11-28
@ Gpgdwin 2.2.3 released

2014-08-04
& Gpgdwin 2.2.2 released
2014-08-14

& Gpgdwin 2.2.2-beta
released

Older messages in news archive

Oa http://gpg4win.org/ cumHeTe ro ,GPG4win" co KnvMKHyBarbe Ha 3eneHoTto none ,Download
Gpg4win", na cTapTyBajTe ja gaToTekaTa CO aAMUHUCTPATOPCKM NPUBUIErNN.

Installer Language x|

f ) Please choose a language For the setup.
Bitte die Sprache des

Installations-Yorgangs angeben,
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http://gpg4win.org/

¥ Gpg4win Setup =10l x|

GPG\\ iN  Welcome to the installation of
Gpgdwin

Gpgdwin is a installer package For Windows For EMail and File
encryption using the core component GnuPa For wWindows,
Bath relevant cryphagraphy skandards are supporked,
OpenPaP and SMIME, Gpgdwin and the software included
with Gpgdwin are Free Software,

Click Mext bo continue.,

This is Gpgewin version 2.2.2
file version 2.2,2,24070

trelease date 2014-09-03

=101 x|

¥ Gpg4win Setup
\ @ License Agreement

This saftware is licensed under the kerms of the GNU General
Public License (GPL).

Press Page Down ko see the rest of the agreement,

Gapgewin consist of several independent developed packages, available under ﬂ
different license conditions, Most of these packages however are available

under the GRU General Public License (GHU GPLY, Common ko all is that they

are free to use without restrictions, may be modified and that modifications

may be distributed, IF the source files (i.e. gpgdwin-src-x.y.2.exe) are

distributed along with the binaries and the use of the GHU GPL has been

poinked ouk, distribution is in in all cases possible,

What Follows are the kerms of the GNIUGPL; For a lisk of individual
copyright and license notices please see the installed README File,

[

In short; You are allowed ko run this software for any purpose, You may distribute it as long
as wou give the recipients the same rights vou have received.

rullsoft Imstall Syvstem v, 46-7
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¥ Gpg4win Setup x|

Warning: Adminiskrator permissions required For a successiul installation

OBa npeaynpeayBake Ce NojaByBa ako HEMATE aAMUHUCTPATOPCKM NPUBUIIETUN.

=101 x|

‘{rﬁ Gpg4dwin Setup

‘2.0

Check the components vou want ba install and uncheck the components wou don't wank to
install, Click Mexk bo continue,

Choose Components
Choose which Features of Gpgdwin you want ko install,

Select components ko install: -~ Description
Fasition your mouse
Kleopatra OYEr & COMPEREnt bo
[]ara see bs deseription,
GpgoL
GpgEX
[ ] Claws-rMai

apgwin Compendium
Space required: 93, 4MB

rullsoft Imstall Swstem v, 46-7
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¥ Gpg4win Setup =10l x|

Chooze Install Location
\ @ Choase the Folder in which ko install Gpggwin,

Setup will inskall Gpgwin in the Following Folder, Toinstall in a different Folder, click Browse
and select another Folder, Click Mext to continue,

Destinakion Folder

Browse, ..

_:\Program FileshGNL Y ERUPG

L

Space required: 93, 4ME
Space available: 54, 7GE

rullsaft Install Swstem w2, 46-7
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¥ Gpg4win Setup =101 %]

Install Options
Start links

™ Quick Launch Bar

(Only programs will be linked into the quick launch bar, )

rullsoft Imstall Syvstem v, 46-7
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¥ Gpg4win Setup o ] |

Chooze Start Menu Folder
\ \ @ Choaose a Skark Menu Falder For the Gpgdwin sharkoutks,

Select the Start Menu Folder in which wou would like to create the program's sharkouks, You
can also enker a name ko create a new folder,

oo il

Accessories -
Administrakive Tools
Borland Delphi 7
Datakey CIP
Entrust

Games

20T

Mchfee

Microsaft Office -
Micrasaft Office Toaols

Microsaft Silkverlight

Microsaft Syskem Cenker 2012 j

rullsaft Install Swstem w2, 46-7
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¥ Gpg4win Setup

‘2.0

=101
Installing

Please wait while Gpg4win is being installed.

Extract: preferences-system-netwark, png

I

rullsoft Imstall Syvstem v, 46-7
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¥ Gpg4win Setup o ] e

GPGWiN Completing the Gpgdwin Setup
Wizard

Gpgdwin has been installed on your compuker.

Click. Finish ko clase this wizard,

[ Show the README file

Click here for the project's homepage

= Back I Einish I Cancel

Kora Ke ro crtaptyBaTe ,AyTnyKk", MoXaT [1a ce N0jaBaT C/IeJHNBE MNMOPaKM:

i ] ‘Welcome ko GpgoL
1.2.1GpgoL adds integrated OpenPGP and S/MIME encryption and digital signing suppart o Outlook 2003 and 2007,

Although we tested this software extensively, we can't give wou any guarantee thak it will work as expected. The programming inkerface we are using
has not been properly documented by Microsoft and thus the functionality of GpaL may cease to wark with an update of your Windows syskem,

WE STRONGLY ADYISE TO RUM EMCRYPTION TESTS BEFORE W¥OU START TO USE GPGOL OM ANY SEMNSITIVE DATA!

There are some known problems, the most severe being that sending encrypted or signed mails using an Exchange based account does not wark,
Using GpgOL along with other Outlook plugins may in some cases not wark,

x

i ] ‘ou have installed a new version of GpgoL.

Please open the option dialog and confirm that the settings are correct For wour needs, The option dialog can be found in the main menu at:
Exkras-=Cptions->GpgoL,




MNotoa Tpeba aa ja ctapTyBaTe annvkauuwjata ,Kneonatpa“:

oy ] Kleopatra

File View Certificates Tools Settings
i i = =
Sign/Encrypt... DecyptMerify...  Import.. Export...

Window Help
B Q
Certify... Lookup on Server..,

5| E

Certificates | Motepad  Smartcards

|Sea| ch... <AlL+Q >

[¥ | Al Certificates

All Certificates

| Name

E-Mail

User-IDs  Valid From Valid Until

Opbepete rv nonumata ,File®, na ,New OpenPGP Key Pair".

(v ] Kleopatra

File View Certificates Tools Settings Window Hel
B5  New OpenPGP Key Pair... Ctri+N [
= New S/MIME Certification Request...
Q. Lookup on Server... Ctrl+Shift+l
EZ Import.. Ctrl+l
ES Export.. Ctrl+E
E=  Backup Secret Keys...
= Print Secret Key..
%= Publish on Server... Ctrl+Shift+E
fn Decrypt/Verify..
L3 Sign/Encrypt..
Sign/Encrypt Folder...
Create Checksum Files...
Verify Checksum Files...
Close Ctrl+W
= Quit Ctrl+Q
T
™ Kleopatra
L2 = =2 ==
Sign/Encrypt... Decrypt/verify... Import.. Export... Cel
L:-.:urrl—u Altai™y
I ™ Create OpenPGP Ce... ? pad

certificate.

Enter a name andfor an email address to use for the

|Te5t

Email address

|Testing @nbrm.mk|

|:| Protect the generated key with a passphrase.

Adwvanced Settings...

Cancel

Key-1D




Opb6epeTe ,Kleopatra®, ,File", ,,Export Certificates":

™ Kleopatra
File View Certificates Tools Settings
Sign/Encrypt... Decypt/Verify... = Import... Export...

Window Help

=}

Certificates = Motepad  Smartcards

Search... <Alt+Q>

Al Certifi

[ allCertificates

MName

Test Testing@nbrm.mk

i

L

i

B
+

=!

Valid From Valid Until Ke';f\—ID
09.12.20... 09.12.2...

09.12.2022 09.12.20- .

12.12.2022  12.12.2024

13.12.2022 13122024 .

P43 4am an 43 49 9 N7TOLC CNRCT NAA

Certify...

Revoke Certification...
Trust Root Certificate
Distrust Root Certificate
Change Certification Trust...

Change End of Validity Pericd...

Change Passphrase...
Add User ID...

Revoke Certificate...
Delete Del

Export... Ctri+E
Backup Secret Keys...

Print Secret Key...

Publish on Server... Ctrl+Shift+E

Details

OBoj ekcnoptupaH ceptTudumkat Tpeba Aa My ro npaTute Ha OAroOBOPHOTO nvue Bo HapoaHaTta

baHka co koe Tpeba pa
ukazuvanje@nbrm.mk .

KOMyHUMUMpaTe npeKy WudpupaHn MopakM Ha e-nowTa



Kora ke ro npesemete ceptudmKaToT o BpckaTa https://www.nbrm.mk/ovlasteno-lice-za-priem-
na-prijavi-od-ukazuvaci.nspx, Tpeba fga ro yeesete co annukauujata ,Kleopatra®: File, Import
certificates, Select Certificate File.

Co peceH kKK Ha Hero, onbepete , Certify Certificate™:

File View Certificates Tools Settings Window Help

o fa = B B Q El
Sign/Encrypt... Decrypt/Verify... Import... Export... Certify... Lookup on Server... Certificates = Motepad

Search... <Alt+Q>

3| Al Certificates

MName E-Mail User-1Ds
certified
not cert..

3 L e certified
‘Ukazuvanje NBRSM b2z ania@nhrm mi rartifiad
Test EE  Certify... E

E5l Revoke Certification...

Trust Root Certificate
Distrust Root Certificate
Change Certification Trust...

Change End of Validity Period...
Change Passphrase...
Add User ID...

E5  Revoke Certificate...
Delete Del

= Export... Ctri+E

E=  Backup Secret Keys...

= Print Secret Key...

—-—— 2] x 2= Publish on Server...

[l Details

Ctrl+5Shift+E |




™ Certify Certificate: Ukazuvanje MBRSM - Kleopatra

Verify the fingerprint, mark the user IDs you want to certify, and select the key you want to certify the user IDs with.
Aofe: Ondy Bhe fngenprint deanly identifes the ey and its owner.

Fingerprint: D58A 65BA 0448 FC96 52BF FD1A FEFG 5802 S0CE 65BA

Certify with: m certified, created: 09.12.20232) e

Ukazuvanje NBRSM <Ukazuvanje@nbrm.mk:=

’ Advanced

‘ " Certify i ; &) cancel

10




3a [a npatuTe NoTnuwaHa 1 WndpupaHa e-nopaka, Tpeba Aa ce cneaat cieaHBe YeKopu:

1. Co peceH KWK Ha gaToTekaTa KojawTo Tpeba aa ja wudpupate oadbepete ,Sign and

Encrypt".

Open
Print
Edit

2]

Sign and encrypt
More GpgEX options

Scan for viruses

Check reputation in KSMN

bR R

Share
Open with

o

Give access to
Fipware

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

2. Ha noneto ,Encrypt for others" Tpeba aa ce nobapa cepTudukaToT Ha YKa)KyBare 1 Aa
ce KnukHe Ha ,Sign/Encrypt®.

™ Sign/Encrypt Files - Kleopatra x
Sign / Encrypt Files
Prove authenticity (sign)
Sign as: o | = (certified, created: 09.12.2023) i
Encrypt
Encrypt for me: o | (certified, created: 09,12,2022) i
Encrypt for others: Ukazuvanje NERSM <Ukazuvanje@nbrm.mk> (certified, OpenPGP, created: 13.. 4€3 | »
|: Flease enter a name or email address... | 5"';

|:| Encrypt with password. Anyone you share the password with can read the data.
Qutput
Qutput files/folder:

|_E |C:ﬂJser5_ Jesktop,Test. txt.gpg ﬂ | B
|:| Encrypt / Sign each file separately.

Sign [/ Encrypt Cancel
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3. Ha kpajoT knmnkHeTe Ha noneto ,Finish".

™ Sign/Encrypt Files - Kleopatra ? X

Results
Status and progress of the arypto operations is shown here,

OpenPGP: All operations completed.

Test.txt — Test.txt.qpg: Signing and encryption succeeded.

4. o wudprpareTo Ha AaToTeKaTa, Taa Cce A0AaBa Kako NpWor Ha e-nopaxkara u ce
npaka 4o crnegHasa e-nowTa ukazuvanje@nbrm.mk.

HanowmeHa: LLndupaHaTta gatoTeka u cepTMhMKaTOT Aa He ce npakaaT Bo McTa nopaka. Ce
npenopavyBa Aa Ce npakaaTt Bo pa3nuka oa 10 MMHYTV eaHa oA Apyra.
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